
ADVANCES in NATURAL and APPLIED SCIENCES 

 
ISSN: 1995-0772                                                                                                                                                          Published BY AENSI  Publication 

EISSN: 1998-1090                                                                                                                                                           http://www.aensiweb.com/ANAS    

2016 Special 10(6): pages 189-198                                                                                                                          Open Access Journal                                                                                                                             

To Cite This Article: Dr.M. Anto Bennet, R. Kaushik Krishna, B. S. Jaya Vignesh, J. Jelcin Renis, S. Jaya Prakash, T. 
Abinaya., Performance & Analysis of Biometric Security System & Palm print Steganographic Techniques. Advances in Natural 

and Applied Sciences. 10(6); Pages: 189-198 

 

Performance & Analysis of Biometric 

Security System & Palm print 

Steganographic Techniques 

 

1Dr.M. Anto Bennet, 2R. Kaushik Krishna, 3B. S. Jaya Vignesh, 4J. Jelcin Renis, 5S. Jaya Prakash, 6T. 

Abinaya 
 

1Professor 2,3,4,5,6UG Student, Department of Electronics and Communication Engineering, VELTECH, Chennai-600062 
 

Received 25 January 2016; Accepted 28 April 2016; Available 5 May 2016 

 
Address For Correspondence: 

Dr.M. Anto Bennet Professor UG Student, Department of Electronics and Communication Engineering, VELTECH, Chennai-600062 

E-mail: bennetmab@gmail.com  

 

Copyright © 2016 by authors and American-Eurasian Network for Scientific Information (AENSI Publication). 

This work is licensed under the Creative Commons Attribution International License (CC BY). 

http://creativecommons.org/licenses/by/4.0/ 

 

 

 

ABSTRACT 
The aim is to implement the biometric security system based on combination of iris and palmprint with steganographic technique 

for authentication purpose. The data hiding approach involves to conceal secret personal informatics within their biometric to still 

enhance the privacy protection. A biometric system is essentially a pattern recognition system that makes use of biometric traits to 

recognize individuals. The system consists of a multi-resolution method of Wavelet Packet Transform (WPT) for texture analysis 

of iris and Weber’s Local Descriptors based texture analysis of palmprint. Weber’s Local Descriptor is used to represent the 

changes of illumination in an image and it determines the features such as differential excitation and gradient orientation. The 

palmprint and iris are fused then compared with database image feature vectors and its recognized using Euclidean or Hamming 

Distance. The module is completed successfully then person information which contains person authentication number with four 

digits key will be matched with extracted data from already hidden image for second level security. Finally the multimodal system 

along with steganographic approach shows the better performance accuracy. 

 

KEYWORDS: Wavelet Packet Transform (WPT), Independent Component Analysis (ICA), Principle Component Analysis 

(PCA) 
 

INTRODUCTION 
 

The word “Biometrics” refers to metrics related to human characteristics. Biometric authentication is used 
to identify individuals in groups that are under surveillance.Iris is a complex structure comprising muscle, 
connective tissues and blood vessels. The image of a human iris thus constitutes a plausible biometric signature 
for establishing or confirming personal identity. Further properties of the iris that makes it superior to finger 
prints for automatic identification systems include, among others, the difficulty of surgically modifying its 
texture without risk, its inherent protection and isolation from the physical environment, and it's easily 
monitored physiological response to light. Additional technical advantages over fingerprints for automatic 
recognition systems include the ease of registering the iris optically without physical contact. Besides the above 
fact, the process of feature extraction is easier due to its intrinsic polar geometry. Palmprint biometric system 
can achieve higher accuracy than hand geometry biometric system, because the geometry or shape of the hand 
for most of the adults is relatively similar. Palmprint contains geometry features, line features, point features, 
statistical features & texture features. 

Palmprint is one of the relatively new physiological biometrics due to its stable and unique characteristics. 
The rich texture information of palmprint offers one of the powerful means in personal recognition. The basic 
model can be expressed as a linear superposition of basis functions. This idea inspired to implement to well 
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known linear projection techniques, namely Principle Component Analysis (PCA) and Independent Component 
Analysis (ICA) to extract the palmprint texture features. Two different frameworks of ICA are adopted to 
compare with PCA for the recognition performances by using three different classification techniques. 
Biometric palmprint recognizes a person based on the principal lines, wrinkles and ridges on the surface of the 
palm. An important issue in palmprint recognition is to extract palmprint features that can discriminate an 
individual from the other. There are two popular approaches to palmprint recognition. One approach transforms 
palmprint images into specific transformation domains. Among the works that appear in the literature are Eigen 
palm, Gabor filters, Fourier Transform, and wavelets. Another approach is to extract principal lines and creases 
from the palm. However, this method is not easy because it is sometimes difficult to extract the line structures 
that can discriminate every individual well.PCA can only separate pair-wise linear dependencies between pixels 
while ICA offers a more generalized method which can separate higher-order dependency. PCA has been 
widely used for dimensionality reduction in computer vision. PCA performs well in various recognition tasks. In 
context, the basis vectors, bi(x,y) generated from a set of palmprint images are called eigenpalm, as they have 
the same dimension as the original images and are like palmprint in appearance. Recognition is performed by 
projecting a new image into the subspace spanned by the eigen palms and then classifying the palm by 
comparing its position in palm space with the positions of known individuals. 

 
Literature Review: 

The Unimodal Biometrics is commonly used technique which makes the protection measures more 
efficient. There are several algorithms used in different ways to extract features from a person image. A 
common pixel expansion method is used which is based on embedding technique and fake biometrics are easily 
detected using assessment of image quality from collection of many samples from individuals. The 
development of a new and efficient protection measures is required for a fake self-manufactured synthetic or 
reconstructed sample is a significant problem in biometric authentication. It extracts 25 general image quality 
features to distinguish a real and a fake image using liveness detection technique. The existing system can be 
enhanced by further evaluation of other modalities such as extracting the features of palmprint for improving the 
level of security[1]. The authentication scheme is an important cryptographic mechanism, through which two 
communication parties could authenticate each other in the open network environment. To satisfy the 
requirement of practical applications, many authentication schemes using passwords and smart cards have been 
proposed. However, passwords might be divulged or forgotten, and smart cards might be shared, lost, or stolen. 
In contrast, biometric methods, such as fingerprints or iris scans, have no such drawbacks. Therefore, 
biometrics-based authentication schemes gain wide attention. A biometrics-based authentication scheme for 
multiserver environment using elliptic curve cryptography is proposed. The proposed scheme is the first truly 
three-factor authenticated scheme for multiserver environment[2]. Conventional single-server authentication 
schemes suffer a significant shortcoming. It is extremely tedious for users to register numerous servers. In order 
to resolve this problem, various multi-server authentication schemes recently have been proposed. Moreover, 
these schemes do not provide strong key agreement function which can provide perfect forward secrecy. Based 
on these motivations, E.Yoon and K. Yoo[3] had proposed a new efficient and secure biometrics-based multi-
server authentication with key agreement scheme for smart cards on Elliptic Curve Cryptosystem (ECC) without 
verification table to minimize the complexity of hash operation among all users and fit multi-server 
communication environments. By adopting the biometrics technique, the proposed scheme can provide more 
strong user authentication function. By adopting the ECC technique, the proposed scheme can provide strong 
key agreement function with the property of perfect forward secrecy to reduce the computation loads for smart 
cards. As a result, compared with related multi-serve authentication schemes, the proposed scheme has strong 
security and enhanced computational efficiency. Thus, the proposed scheme is extremely suitable for use in 
distributed multi-server network environments such as the Internet and in limited computations and 
communication resource environments to access remote information systems since it provides security, 
reliability, and efficiency[3]. The quality assessment is a very complicated task, and even full-reference QA 
methods have had only limited success in making accurate quality predictions. The research conducted in NR 
Quality Assessment for blocking distortion as well as pioneering research into NR measurement of distortion 
introduced by Wavelet based compression algorithms based on Natural Scene Statistics modeling. The 
algorithms designed, that are capable of assessing the quality of an image without need for a reference and 
without knowledge of the distortion[4]. 

An identity based signature scheme that uses biometric information to construct the public key. Such a 
scheme would be beneficial in a legal dispute over whether a contract had been signed or not by a user. A 
biometric reading provided by the alleged signer would be enough to verify the signature. The proposed method 
make use of Fuzzy extractors to generate a key string from a biometric measurement. The biometric based key 
string and an elliptic curve point embedding technique is used to create the public key and corresponding private 
key and make use of a pairing based signature scheme to perform signing and verification with these keys. A 
possible attack on the system is described and suggests ways to combat it. Such a biometric signature scheme 
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can be developed by reusing existing components in Java Identity Based Encryption implementation. The design 
allows traditional as well as biometric identity based signatures[5]. The author had pointed out the weaknesses 
of Das's three-factor remote user authentication scheme, and proposed an improved biometric based three-factor 
remote user authentication scheme. The An’s scheme improves the security problems of previous schemes while 
keeping the efficiency.However, after detailed analysis, An's scheme exists some weaknesses such as vulnerable 
to Denial-Of-Service (DOS) attack and forgery attack, and does not provide session key agreement. In order to 
provide high-level of security and more useful functions, a new robust biometric based three-factor remote user 
authentication scheme with key agreement using Elliptic Curve Cryptosystem is designed[6]. 

The new software-based liveness detection approach using a novel fingerprint parameterization based on 
quality related features. The proposed solution proves to be robust to the multi-scenario dataset, and presents an 
overall rate of 90% correctly classified samples. The liveness detection method presented has advantage 
techniques of needing just one image from a finger to decide whether it is real or fake[7].The image quality 
metrics accurately represent the quality of the processed image and importance of design compression and 
transmission system. The quality of the received image is evaluated with reference to the transmitted image and 
for optimization of a transmitted system the quality of the image is evaluated at the receiver and information is 
provided to the system controller. The original image prior to compression and transmission is usually not 
available at the receiver side and it is important to rely at the receiver side for quality metrics which does not 
need reference. Due to sensitive nature of eye for edge and contour information, the Reduced Reference (RR) 
quality metric compares edge information for distorted and original image[8,12]. 

It is commonly believed that human visual perception is highly adapted for extracting structural information 
from the scene, many gradient-based Image Quality Assessment (IQA) metrics were proposed. The main 
research focus in this theme is about designing the computational models of gradient similarity to measure the 
changes of image quality. The proposed system estimate the visual importance of different regions in one image 
using the gradient changes to improve the performance of existing IQA metrics. A novel gradient-based full 
reference IQA is proposed based on combining Histograms of Oriented Gradients (HOG) with the Structural 
Similarity Index Metric (SSIM). Extensive experiments conducted on the live image database show that the 
proposed HOGM approach achieves much higher consistency with the subjective evaluations than a number of 
competitive IQA algorithms[9]. Gradients convey important visual information and are crucial to scene 
understanding, structural and contrast changes can be effectively captured. Therefore the gradient similarity to 
measure the change in contrast and structure in images. It considers both luminance and contrast structural 
changes to effectively access image quality. It is also designed to follow masking effect and visibility threshold 
more closely. The effects of changes in luminance and contrast structure are integrate during an adaptive method 
to obtain overall image quality score[10] 
 
Proposed Method: 

Palmprint is one of the relatively new physiological biometrics due to its stable and unique characteristics. 
The rich texture information of palmprint offers one of the powerful means in personal recognition. Iris is the 
most data rich part of the body. Iris recognition devices can use 260 degrees of freedom making it significantly 
more accurate than fingerprint recognition. So the combined features of iris and palmprint are used to eliminate 
the drawbacks in unimodal features which are recognized using wavelet packet transform and weber’s local 
descriptor respectively. Further the security is enhanced by steganographic technique with the secret code wrap 
approach where the secret keys are wrapped in the palm features. In secret code wrap approach, data is protected 
by bit wrap algorithm. 

  
 
 
 
 
 
 
 

 
 
Fig. 1: database creation 

 
The above fig.1 explains the individual database creation. A person’s biometric information is embedded 

with privacy information and stored as a image with hidden data. The Elliptical Curve Cryptosystem is used for 
embedding the biometric and privacy information.  

 

Person 
Biometric 

Privacy 
Information 

Embedding Image with 
hidden data 
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Fig. 2: Recognition  
  
From fig.2 an Eye image is extracted to detect the Iris using Wavelet Packet Transform.The 

process in fig.3(a) includes Segmentation , Localisation , decomposition and Feature Extr
image in fig.3(b) from which the palm print to be extracted using Weber’s Local Descriptor.These features 
extracted from the iris and palm print are combined to form multimodal features.These features are compared 
with the features stored in the database. Also, the hidden data i
authorized or unauthorized. 

 

 
(a)  (b) 
 

Fig. 3: (a) Eye image (b) Hand image
 
The block diagram explains the detection of iris which involves two process such as segmentation and

normalisation. The segmentation process deals with localization of iris and various
localization method is done through canny edge detection and Hough Transform. At once, the normalization is 
performed, the features of iris is extracted by Wavelet Packet Transfor
energy from all bands.  

 

Fig. 4: Iris Feature Extraction 
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Eye image is extracted to detect the Iris using Wavelet Packet Transform.The 
3(a) includes Segmentation , Localisation , decomposition and Feature Extr

which the palm print to be extracted using Weber’s Local Descriptor.These features 
extracted from the iris and palm print are combined to form multimodal features.These features are compared 
with the features stored in the database. Also, the hidden data is recovered to check whether the person is 

  

(b) Hand image 

The block diagram explains the detection of iris which involves two process such as segmentation and
process deals with localization of iris and various segmentation stages. The 

localization method is done through canny edge detection and Hough Transform. At once, the normalization is 
performed, the features of iris is extracted by Wavelet Packet Transform. The feature extraction involves finding 
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Eye image is extracted to detect the Iris using Wavelet Packet Transform.The Iris detection 
3(a) includes Segmentation , Localisation , decomposition and Feature Extraction .The hand 

which the palm print to be extracted using Weber’s Local Descriptor.These features 
extracted from the iris and palm print are combined to form multimodal features.These features are compared 

s recovered to check whether the person is 

The block diagram explains the detection of iris which involves two process such as segmentation and 
segmentation stages. The 

localization method is done through canny edge detection and Hough Transform. At once, the normalization is 
m. The feature extraction involves finding 
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 The initial stage deals with iris segmentation is shown in fig.4. This consists in localize the iris inner 
(pupil) and outer (scleric) borders. There are two major strategies for iris segmentation: to use a rigid or 
deformable template of the iris or its boundary. In most cases, the boundary approach begins by the construction 
of an edges map followed by the application of some geometric form fitting algorithm. This strategy is used 
together with a clustering process to increase the accuracy in noisy environments. 

 

 
 

Fig. 5: Images from mobile phone in indoor(left) and outdoor(right). 
 
These characteristics of images captured from mobile devices make pupils and irises make segmentation 

difficult is shown in fig. 5. It is difficult to use the pupil and iris localization method based on pupil binarization 
because the gray level of the pupil is almost the same as that of the eyelash, on mobile images. In addition, pupil 
regions become contracted due to outdoor light. These characteristics make pupil segmentation difficult. Also, 
due to the long wavelength of IR-LED light from the sun, motion, and optical blurring, the outer boundary of 
the iris becomes blurry. This also makes iris segmentation difficult. So to find the pupil or iris separately is 
difficult on images taken on the mobile device. In other words, pupil and iris are found at the same time by 
using the fact that the pupil is located in the iris region. Circular Edge Detection, which is used widely in finding 
the pupil and iris boundary. The method is to find the approximate pupil and iris position using both the pupil 
and iris information (1st step). And then the precise pupil and iris position is found, based on the information 
gained from the previous process (2nd step). The pupil information is used only when finding the pupil region 
and the iris information only when finding the iris region, which is different from the 1st step. Actually, the 
mobile phone captures the whole face with 2048 X 1536 pixels, and then the eye region is extracted as in fig. 
6.The detection method which is appropriate for mobile phones based on corneal Specular Reflection (SR) is 
used. To detect Specular Reflection robustly, the theoretical background of estimating the size and brightness of 
SR based on eye, camera and illuminator models is proposed. The iris radius of the extracted eye image should 
be 80 ~ 120 pixels. 

 

 
Fig. 6: Eye image extracted from original image 

 
Discrete Wavelet Transform (DCT): 

Wavelet transform is a multi-resolution tool that can be used to analyze the palmprint image in different 
decomposition levels. Level one palmprint decomposition is used to extract the fine lines of the palmprint. The 
higher the decomposition level, the coarser the extracted palm lines, such as wrinkles and principal lines. Haar 
wavelet is used to find the discontinuity between two pixels. It is not calculation expensive compared to other 
types of wavelet such as Daubechies wavelets, Mexican hat wavelets and Morlets wavelets. Haar wavelet 
decomposes the palmprint image into Approximation (A), Horizontal detail (H), Vertical detail (V) and 
Diagonal detail (D). Fig.7 shows one of the methods used to obtain the 2-dimensional Haar coefficients[11,13-
15]. 
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Fig. 7: Haar Wavelet Decomposition 
 

Iris localisation: 
The part of the eye carrying information is only the iris part. It lies between the sclera and the pupil. Hence 

the next step is separating the iris part from the eye image. The iris inner and outer boundaries are located by 
finding the edge image using the canny edge detector 
 
Optimal edge detector design: 

Canny derives his filter by optimizing a certain performance index that favors true positive, true negative 
and accurate localization of detected edges Analysis is restricted to linear shift invariant filter that detect 
unblurred one dimensional continuous step. Other justifiable performance criteria are possible and will lead to 
different filters. 
 
Weber’s local descriptor: 

This descriptor represents an image as a histogram of differential excitations and gradient orientations, and 
has several interesting properties like robustness to noise and illumination changes, elegant detection of edges 
and powerful image representation. WLD descriptor is based on weber’s law. 

 

 
  

Fig. 8: weber’s local descriptor                             Fig. 9: secret code wrap approach  
 
The computation of WLD descriptor involves three steps i.e. finding differential excitations, gradient 

orientations and building the histogram which is shown in fig.8. 
 
Secret code wrap approach: 

Secret code wrap approach involves hiding the 20 digit key(16 digit PAN key+4 digit secret keys) in the 
weber’s palm is shown in fig.9.The keys are encrypted using chaos cryptography and embedded in features 
extracted from weber’s palm. First step involves the selection of pixels at random in weber’s palm. Next, each 
key of a 20 digit number is converted to its binary equivalent and wrapped into the lower nibbles of the pixels 
selected according to the payload. Payload represents the number of bits carried by each pixel. This process is 
continued until all 20 digit keys are wrapped into the palm. The resulting image of palm and eye image are 
stored as templates in database. 
 
Matching features: 

The extracted features from palmprint and iris are combined and stored in the database as reference 
samples. During authentication, the features are extracted from the person and compared with the references that 
are already stored in the database for first level of security. Euclidean distance is measured for combined 
features in database and input image. If its value is approximately equals to zero, then the person is 
authenticated. Second level of security involves the matching of secret pass code as shown in fig.10  
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Fig. 10: matching features 
 

Experimental results: 
User enrollment panel: 

In the user individual enrollment panel, the user information is registered and stored as templates in the 
database. From feature extracted palm image, secret PAN keys are added which produces an output image 
called stegano images where the secret codes ar

 
Input Images: 

 
Fig. 11: Input palmprint image (340X280)

  
Figure (11) and (12) are the input images stored in the database. Statistical features such as Differential 

excitation and gradient orientation (from palm image) and energy feature (from eye image) are extracted using 
Weber’s Local Descriptor and Wavelet Packet Transform respectively by various steps.
 
Steps Involved In Feature Extraction Of Input Images

The input palmprint image is first cropped and it is converted to its equivalent Weber’s image where the 
features are extracted using Weber’s Local Descriptor

 
Fig. 13: weber’s palm image (256x256)
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In the user individual enrollment panel, the user information is registered and stored as templates in the 
database. From feature extracted palm image, secret PAN keys are added which produces an output image 
called stegano images where the secret codes are hidden in the pixels at random.  

 

Input palmprint image (340X280)                 Fig. 12: input eye image 

2) are the input images stored in the database. Statistical features such as Differential 
excitation and gradient orientation (from palm image) and energy feature (from eye image) are extracted using 
Weber’s Local Descriptor and Wavelet Packet Transform respectively by various steps. 

Steps Involved In Feature Extraction Of Input Images: 
input palmprint image is first cropped and it is converted to its equivalent Weber’s image where the 

features are extracted using Weber’s Local Descriptor which is shown in the figure(13) 

  
weber’s palm image (256x256)                     Fig. 14: stegano image of palm(256x256)

2016, Pages: 189-198 

In the user individual enrollment panel, the user information is registered and stored as templates in the 
database. From feature extracted palm image, secret PAN keys are added which produces an output image 

 

2) are the input images stored in the database. Statistical features such as Differential 
excitation and gradient orientation (from palm image) and energy feature (from eye image) are extracted using 

input palmprint image is first cropped and it is converted to its equivalent Weber’s image where the 

stegano image of palm(256x256) 
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To the weber’s palm image the 
steganographic techique.Figure(14) shows the stegano image of palm.

Iris features are extracted through a 
decomposition. Iris Localisation is performed using Canny’s edge detection where the edge pixels are selected 
and these edge pixels are connected by hough transform. Figure(1
is followed by Normalisation. 

 

Fig. 15: Iris Localised image(256X256)
 
In normalisation, localised image is represented in spatial dom
The normalised image is decomposed into several sub

domain using Wavelet Packet Transform(WPT) technique. From the divided sub
bands contains sharpening details(edge and te
extraction. Energy features are extracted from the high frequency bands using Discrete Wavelet
Transform(DWT) technique.Fig(17) shows the decomposed iris image.

 

 
Fig. 17: Iris decomposed image 
 
Biometric Recognition Panel: 

In the biometric recognition panel, the registered users give their input biometric (palmprint and iris) 
images. The features are extracted from the given users image and they are compared to features 
stored in the database. Only if these features match with their database the person is authenticated and proceed 
to second level of security system. Else the decision is made as unauthenticated person.
 
Passcode Matching Panel: 

The 16 digit passcode (8 0 7 0 9 9 6 0 3 3 2 7 3 3 9 2) is generated for every individual users when 
authenticated for the second level of security by using code extraction icon in the panel. After code extraction 
the user enters the already registered
When the keys are matched then the person in authenticated. 
 
Table 1: performance comparison 

NO.OF SAMPLES RECOGNITION PERCENTAGE
OF OUTPUT USING
 WLD 

1 29 
2 32 
3 40 
4 48 
5 52 
6 57 
7 68 
8 70 
 9 70 
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 codes are hidden which is required for the second level of security known as 
4) shows the stegano image of palm.  

Iris features are extracted through a series of segmentation steps such as Iris localisation, normalisation and 
decomposition. Iris Localisation is performed using Canny’s edge detection where the edge pixels are selected 

ed by hough transform. Figure(15) shows the iris localised image. Localisation 

 
Iris Localised image(256X256)                   Fig. 16: Iris normalised image 

In normalisation, localised image is represented in spatial domain which is shown in figure 
The normalised image is decomposed into several sub-bands of different frequency levels in frequency 

domain using Wavelet Packet Transform(WPT) technique. From the divided sub-bands, the higher frequency 
bands contains sharpening details(edge and texture) and hence high fequency bands are selected for feature 
extraction. Energy features are extracted from the high frequency bands using Discrete Wavelet

7) shows the decomposed iris image. 

 

In the biometric recognition panel, the registered users give their input biometric (palmprint and iris) 
images. The features are extracted from the given users image and they are compared to features 
stored in the database. Only if these features match with their database the person is authenticated and proceed 
to second level of security system. Else the decision is made as unauthenticated person. 

0 7 0 9 9 6 0 3 3 2 7 3 3 9 2) is generated for every individual users when 
authenticated for the second level of security by using code extraction icon in the panel. After code extraction 
the user enters the already registered 4 digit secret PAN keys and compared with the stegano image of the palm. 
When the keys are matched then the person in authenticated.  

RECOGNITION PERCENTAGE 
OF OUTPUT USING 

GABOR PCA 
33 12 
32 8 
37 14 
37 14 
39 18 
43 32 
56 33 
54 40 
60 50 

2016, Pages: 189-198 

codes are hidden which is required for the second level of security known as 

series of segmentation steps such as Iris localisation, normalisation and 
decomposition. Iris Localisation is performed using Canny’s edge detection where the edge pixels are selected 

the iris localised image. Localisation 

 

ain which is shown in figure (16).  
bands of different frequency levels in frequency 

bands, the higher frequency 
xture) and hence high fequency bands are selected for feature 

extraction. Energy features are extracted from the high frequency bands using Discrete Wavelet 

In the biometric recognition panel, the registered users give their input biometric (palmprint and iris) 
images. The features are extracted from the given users image and they are compared to features that are already 
stored in the database. Only if these features match with their database the person is authenticated and proceed 

0 7 0 9 9 6 0 3 3 2 7 3 3 9 2) is generated for every individual users when 
authenticated for the second level of security by using code extraction icon in the panel. After code extraction 

4 digit secret PAN keys and compared with the stegano image of the palm. 
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The above tab. (1) explains the performance comparison of certain number of samples. The output of such 
samples are recognized in terms of percentage using Weber’s Local Descriptor (WLD) , Gabor, Principle 
Component Analysis (PCA). 

 

 
 
Fig. 18: performance comparison graph 

 
The above Fig (18) shows the performance comparison graph that plotted between recognition percentage 

and number of samples or subject. By comparing the recognizing method, the Weber’s Local Descriptor (WLD) 
attempts to highest percentage of 70 at the maximum sample. The GABOR method results by reduction of 10% 
when compared to WLD method. The Principal Component Analysis (PCA) method results 50% of its 
recognized sample.  
 
Conclusion: 

The proposed system presented that the biometric security system for person authentication based on the 
combination of iris and palm print with steganographic technique for verification. Multimodal biometrics were 
used to increase the recognition accuracy to verify the persons since it provides the wide features for matching 
rather than single biometrics. In this system, the texture descriptors such as weber’s local descriptors and 
wavelet packet based energy features were used effectively to characterize the palm and iris texture pattern. In 
order to improve the authentication level, passcode has four digits +16 digit PAN key used for person 
verification after the biometrics recognition. Finally, the implemented system provides better accuracy and high 
level security in the field of banking, military and research Centre.  
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